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3GPP™ Work Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Comprehensive instructions can be found at http://www.3gpp.org/Work-Items
Title: 
Security aspects of 5G System - Phase 1
Acronym: 
5GS_Ph1-SEC
Unique identifier: 
750016 
1
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	X
	X
	X
	X
	

	No
	
	
	
	
	

	Don't know
	
	
	
	
	X


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	X
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	740005
	5G System - Phase 1
	parent WID 


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	700017
	Study on Architecture and Security for Next Generation System
	Antecedent study item

	720005
	New Services and Markets Technology Enablers (SMARTER)
	Stage 1 work item


3
Justification

This WID is to specify the security aspects of the 5G network.
4
Objective

The SA3 objectives of this work item is to develop the Stage 2 normative specification of Phase 1 of the 5G security architecture based on the prioritizations and interim agreements that may be captured in TR 33.899 and on requirements from other working groups, e.g. SA2, RAN2 and RAN3. Phase 1 specifies a deployable 5G security architecture that supports features including but not limited to:

-
access independent authentication framework that supports more than one authentication method, 

-
secondary authentication between the UE and external data networks, 

-
security for access, mobility and session management, 

-
security for untrusted non-3GPP accesses, 

-
subscription and device equipment identifier privacy, 

-
secure storage and processing of subscription credentials, and identifiers, 

-
user data and signalling data integrity and confidentiality, 

-
security visibility and configurability within the UE, 

-
security for roaming with EPS,

- 
security for interworking with and migration from EPS,
-
security for service based architecture
A set of new specifications will describe the 5G System:
-
SA3: Security Architecture and Procedures for 5G System: Specifies the overall security architecture, security features and security procedures between UE and 5G System.  
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	33.501
	TS
	Alf Zugenmaier (alf.zugenmaier@hm.edu)  
	SA#78
	SA#79
	Title: Security Architecture and Procedures for 5G System


Note 1:
Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
"Internal TR" is intended for 3GPP internal use only whereas "External TR" may be transposed by OPs.

Note 2:
The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as "Remarks".
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	TS 33.401
	Updates to include interworking with 5G security
	SA#79


6
Work item Rapporteur(s)
SA3: NTT DOCOMO, Alf Zugenmaier (alf.zugenmaier@hm.edu)  

7
Work item leadership

SA3
8
Aspects that involve other WGs
SA1, SA, CT WGs

9
Supporting Individual Members
	Supporting IM name

	Affirmed Networks Inc.

	Alcatel-Lucent Shanghai Bell

	Alibaba

	Amdocs

	Applied Communication Sciences

	ASUSTeK

	AT&T

	Broadcom Corporation

	BT

	CATR

	CATT

	China Mobile

	China Telecom

	China Unicom

	Cisco

	Convida Wireless

	Coolpad 

	Deutsche Telekom

	Dish Network

	Ericsson

	ETRI

	Fujitsu

	HiSilicon

	Institute for Information Industry

	Intel

	Huawei

	HTC

	InterDigital

	ITRI

	KDDI

	KPN

	KT

	Lenovo

	LG Electronics

	LG Uplus

	Mediatek

	Motorola Mobility

	NICT

	Nokia 

	NTT DOCOMO

	NEC

	OPPO

	Oracle

	Orange

	Potevio

	Qualcomm Incorporated

	Rogers Communications Canada

	Samsung

	Sandvine

	SES S.A.

	SK Telecom

	SoftBank

	Sony

	Spreadtrum Communications

	Sprint

	SyncTechno

	Telecom Italia

	Telenor

	TeliaSonera

	Thales

	T-Mobile USA

	U.S. Department of Commerce

	Verizon
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	Vivo

	Xiaomi

	ZTE

	BroadCom


